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Abstract: Nanotechnology has continued to prove its dominance with vast applications to traditional 

methods in medical, electronic, engineering, and other fields. In forensic science, nanotechnology 

research has provided a new perspective for real-time crime investigation and developed advanced 

nanosensors, nano-manipulators, and nano-imaging tools for visualization. Often, nanotechnology aids 

in enhancing and improving the efficiency of already existing and applied forensic techniques with high 

accuracy, sensitivity, and reducing the time required. So, this paper reviews the vital applications of 

classic tools of nanotechnology for examining questioned documents, age of bloodstains, and time since 

death, along with its application in improving PCR efficiency, DNA analysis, and explosive detection. 

It also attempts to highlight the use of advanced nanotechnology instruments for illicit drug screening. 

Nano-based techniques hold an immense future in fingerprinting and security features. Therefore, this 

paper also offers insights into the applications of nanoparticles in detecting latent fingerprints. 
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1. Introduction 

The emergence of nanotechnology allows the changes and control of atoms and 

molecules of a matter at their atomic and molecular level to form some novel materials and 

devices with more diverse and potentially extraordinary properties. It is a fast expanding 

research area with vast applications in different fields. The word ‘Nano’ means dwarf or small, 

which refers to one billionth size, i.e., 10-9, and equals to about one nanometer (nm). In other 

words, it is about 3-5 atoms wide or 40,000 times lesser than the thickness of human hair or a 

virus (100 nm) [1]. Thus, nanotechnology deals with the emerging materials of size ranging 

from 1 to 100 nm [2]. Due to its vast applicability in various fields, nanotechnology has also 

made its place in forensic science, i.e., nano-forensics. Nano-forensics is the latest and fast-

growing field of innovation that deals with the application of nano-based technology. The 

evolution of nanosensors replaces the large bulky instruments into a much smaller chip-based 

platform. This greatly aids in crime investigation and also to identify anonymous evidence in 

a shorter analysis method of investigation with higher accuracy and sensitivity for solving 

crimes. Some of the upgraded analysis instruments include Atomic Force Microscopy (AFM), 

Scanning Probe Microscope (SPM), High-Performance Liquid Chromatography (HPLC), X-
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ray Photoelectron Spectroscopy (XPS), Differential Scanning Colorimetry (modulated DSC), 

FT-IR radiation, Raman-IR radiation, and Time-of-flight Mass Spectroscopy (Tof-MS) [3].  

These techniques aid forensic scientists in two ways: 

1. By detecting and analyzing nano-scaled samples that could not have been possible 

earlier because of the detection limits of previous instruments [4]. 

2. The novel properties of nanomaterial help in the detection and collection of critical 

evidence that can’t be acquired previously. DNA extractions from fingerprint or palm print, 

heavy metals, gunshot residues, explosives are some novel approaches that ease the way of 

providing conclusive evidence in a court of law. There are ample applications of such 

technology in the nano-forensic field. Therefore, in this paper, an attempt has been made to 

highlight the new perspective or idea of nanotechnology with its applications in various 

branches of forensic science, i.e., nano-forensics [4].  

2. Applications of nanotechnology in forensic science 

Following are the various disciplines of forensic science which involves the application 

of the modern approach of nanotechnology: 

2.1. Nanotechnology in a questioned document. 

Examination of questioned documents (QD) has also paced technology to study the 

material in nano-scale (nm) [1]. In the case of forged documents where ink is involved, analysis 

of minute details of ink can provide several hints.  This can be done by one such advanced 

instrument, AFM. It is a type of microscope that is capable of visualizing ink crossing by 

scanning the document to determine the sequence of ink strokes. Also, it provides 3-D surface 

morphology, which helps to determine crucial information regarding the sequence of ball pen 

strokes or ribbon dye [5]. Moreover, nanostructured materials based on metals, carbon, and 

silicon have been developed to aid Mass spectroscopy in Surface Assisted Laser 

Desorption/Ionization Mass Spectroscopy (SALDI-MS). Researchers have worked on solvent-

free gold nanoparticle assisted LDI-MS technique to detect image inks and visible dyes on 

banknotes and questioned documents to analyze the sequence of different ink strokes for 

tracing forgery or alterations [6].  

2.2. Nanotechnology in toxicology for screening drug-facilitated crime. 

In the present scenario, the modern application of nanotechnology is effectively used in 

forensic toxicology for the detection of various toxic materials and its quantification from 

numerous forensic evidence such as blood, hair, saliva, urine, vitreous humor, and even from 

fingerprints and skeletal remains. Detection of a wide variety of both legal medicine like 

paracetamol and illicit drugs like cocaine, heroin, and other barbiturates uses advanced nano-

techniques like HPLC, XPS, and Tof-MS. Moreover, the advancement makes use of capillary 

electrophoresis, nano-gold (Au-NPs), nano-silver, and nano-titanium dioxide (TiO2) particles 

coupled with SEM, TEM, and FTIR [7]. Functionalized magnetic particles with antibodies 

were used for the detection of various drugs and their metabolites such as morphine (a 

metabolite of heroin), benzoylecgonine (a metabolite of cocaine), and others from latent 

fingerprint [8]. Similarly, [9] reported that a microfluid system using silver nanoparticles could 

detect illicit drugs in saliva. Researchers have also come up with a rapid method for drug 

detection in human urine samples by using Dynamic-surface enhanced Raman spectroscopy 
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(D-SERS) and gold nanorods (GNRs) along with the classification algorithm known as support 

vector machine (SVM) [10]. According to a recent study, the use of techniques like direct 

analysis at real-time (DART) Tof-MS and micro-extraction by packed sorbent (MEPS) and has 

improved the speed of drug detection by less than a minute and extraction by less than two 

minutes from a urine sample. Recently, a “smart” system was developed to rapidly detect and 

ascertain the quantity of codeine sulfate using citrate-stabilized Au-NPs as a probe and a 

“smartphone camera” as an analysis device. Due to the presence or absence of codeine sulfate, 

the camera of the smartphone was capable of detecting extremely sensitive changes in color, 

i.e., ultrasensitive colorimetric changes in the nanoprobe. This system of nanotechnology 

provided rapid, portable, and on-spot detection methods of illicit drugs [11].  

2.3. Nanotechnology in explosive detection. 

Explosive based terrorism is a majorly grown area of crime because of the easy 

availability of explosive-based weapons. They are simple to construct, easy to deploy, and can 

cause huge damage. Due to this reason, the current scenario requires sensitive and accurate 

explosive detection techniques. The major challenges involved in their detection are due to its 

vast variety, a vast number of deployment, and lack of inexpensive and sensitive sensors. 

Primarily, the detection process involves the collection of trace elements as vapor or particulate 

matter and then their analysis with a sensitive sensor system. The old techniques of detection 

involve a tedious process. Therefore, the requirement of technique having high sensitivity and 

selectivity combined with a low cost of sensors and low limit of detection (LOD) is the biggest 

challenge [3]. Hence, modern research and development have led to a novel nano arena of 

technology involving nanostructured sensors with high sensitivity, specificity, and fast 

detection and regeneration time of various chemical, biological as well as explosives 

compounds. For example, the use of polymer particles and nanoparticles along with various 

nanosensor devices like nano-curcumin based probes, electronic noses, nano-wires or 

nanotubes, and lasing plasmon nanocavity, when adhering to explosives, causes a change in 

one of their measurable properties with high specificity detection. Researchers have reported 

the highly cost-effective way of detecting trace Trinitrotoluene (TNT) by the use of curcumin 

as nano curcumin [12]. Also, SERS has been an ideal choice for explosive detection due to its 

non-destructive nature and large Raman enhancement factors [3].  

2.4. Nanotechnology in the estimation of time since death. 

One of the most crucial issues in forensic medicine and law is the estimation of time 

since death (TSD) or time of death. The various physical and chemical postmortem changes in 

a body play a vital role in providing approximate TSD. Moreover, observable changes in some 

of the body fluids like blood, spinal fluid, pericardial fluid, aqueous and vitreous humor, 

synovial fluid are also useful procedures to estimate TSD soon after death [13]. Out of these, 

vitreous humor (VH) is the fluid that remains the same and does not change even after a long 

duration of death. This means that biochemical changes in VH, which result in a change in the 

level of the amino acid, are slow. Hence, by analyzing these biochemical changes, estimation 

of TSD can be done precisely [14]. Recent technology has developed a smart, sensitive, and 

cost-effective lab-on-chip method to easily determine cysteine (amino acid), which may lead 

to an estimate TSD up to 96 hrs till the concentration of cysteine in VH increases significantly 

and show a linear correlation with the passage of TSD [15]. Furthermore, TSD was also 
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estimated by a flow cytometry-based method that measures the DNA degradation rate of the 

spleen and brain tissue up to 96 hrs. In the near future, fluorescent nanoparticles can help in 

measuring the concentration of VH along with its quantification by flow cytometry, which 

would be an advanced approach to estimate TSD more precisely [16]. 

2.5. Nanotechnology in bloodstains age estimation. 

Forensic investigation of a crime scene involves a lot of reliable methods for the 

identification of bloodstains. However, the bloodstains age estimation remains an unsolved 

issue in the routine analysis [17]. So, here comes a challenge to estimate the age of bloodstains 

with certainty. Morphological and cellular changes of blood cells can be useful for quantitative 

assessment of the age of dry bloodstains. Recent studies have reported the application of AFM 

to resolve this one of the crucial issues of forensic science. Since AFM is a new potential tool 

for estimating the age of bloodstains and time of death, so potentially it is providing useful 

information to legal, medical experts in solving crimes. Therefore, AFM tests the changes in 

morphology and surface elasticity of RBC by recording force-distance curves. The pattern of 

elasticity decreases with time, which is more likely due to the coagulation and degradation 

process of bloodstains. Hence, by calibrating the elasticity curve concerning time, the 

bloodstains age can be estimated, which can further aid in a criminal investigation [18].  

2.6. Nanotechnology in DNA analysis: enhancement of PCR efficiency. 

The pace of heinous crime is increasing exponentially in our society. To tackle such 

crime, nanotechnology has a vital role. One of the most crucial corroborative evidence is the 

genetic material DNA, which acts as an indication or sometimes even confirms the presence or 

absence of a person at the crime scene. Researchers have reported the use of magnetic 

nanoparticles to extract the DNA from various biological samples (hair, blood, saliva, skin, 

semen) [19]. More advanced nano-based tools have also been developed that can read the DNA 

sequence in a molecule directly. Also, a DNA sequence can be analyzed by AFM by placing 

DNA molecules in carbon nanotubes [20]. Moreover, it has also been found that 

nanotechnology, i.e., Au-NPs, can be used to dramatically enhance the polymerase chain 

reaction (PCR) efficiency. By just adding 0.7 nm of 13 nm Au-NPs into the PCR reagent, 

marked improvement in the PCR efficiency was observed, i.e., decrease in reaction time while 

an increase in the rate of heating/cooling of thermal cycler [18]. Au-NPs have also been found 

to enhance electro-chemiluminescence (ECL) combined with isothermal reaction of 

polymerase and nicking endonuclease. Hence, the use of Au-NPs enhances sensitivity and 

selectivity as compared to both conventional and real-time PCR [21].  

2.7. Nanotechnology in fingerprint development and identification. 

One of the most widely found evidence in nearly every crime scene is- fingerprints. 

These are the most crucial elements of any crime scene as they link a crime to a suspect, so 

they are generalized proof of human identity. The emergence of nanotechnology techniques by 

the use of NPs has shown great potential in the development and identification of fingerprint 

to the next generation level, known as nano-fingerprints. Recent studies have revealed the 

application of micro X-ray fluorescence method to visualize latent fingerprints [22]. This 

method is contrary to the conventional chemical methods (iodine fuming, silver nitrate, 

ninhydrin, and cyanoacrylate). Despite several advantages of this method, it still required 
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instruments and trainers to conduct such an analysis. Therefore, the current nano-based 

technology can be of much help to develop and analyze the fingerprint evidence on the spot 

with the lowest chances of error. Nowadays, different types of nanopowders are used to apply 

on different surfaces to visualize the latent fingerprints. Recently, researchers have synthesized 

novel ZnO-SiO2 nanopowder, which was used along with a small particle reagent (SPR) 

method to develop latent fingerprint [23]. The method showed excellent results with a high 

level of potential finger ridge details than other conventional powder methods. Moreover, 

Titanium dioxide (TiO2-NPs) powder was reported to develop fingerprint on the adhesive side 

of black tape and also on bloody prints [24-26]. Thus, the use of NPs like Au-NPs, ZnS (Zinc 

sulfide), CdS (cadmium sulfide), CdSe, iron oxide, TiO2, europium oxide, molybdenum 

disulfide, and nobel metals nanocrystals have been reported to mark significant enhancing and 

developing latent fingerprints methods on various porous and non-porous surfaces with 

improved sensitivity, selectivity, and contrast with the background [3, 27-29].   

2.8. Nanotechnology for security tags in documents. 

The security of valuable assets and confidential documents has always been a major 

concern for a country. There are numerous ideas for making documents secure and counterfeit-

proof. For example, in passports, credit cards, or banknotes, various security features that are 

embedded include watermarks, security fibers, fluorescent inks, optical variable inks, 

holograms, and planchettes. In general practice, inorganic and organic luminescent powders 

like phosphors and fluorophors are used to invisibly tag a document. Nowadays, nanoparticles 

are being used as security features, particularly luminescent NPs such as quantum dots (Q-dots) 

or nano-sized luminescent phosphors and up-converters. These are being used by introducing 

them in inks or paper to make the document more secure. The advancement has paced up in 

developing various kinds of luminescent NPs that aids in formulating anti-counterfeiting inks. 

Therefore, the current nano-formulations are replacing the use of old fluorescent powders and 

dyes and providing more precise and upgraded security features [2].  

2.9. Discussion. 

 In this review paper, the wide applications of nanotechnology in the discipline of 

forensic science, i.e., nano-forensics, have been discussed. This novel and advanced approach 

of nano-based materials and instruments like AFM, SALDI, D-SERS, HPLC, SEM, TEM, 

nanosensors, and others have been able to solve most of the crucial issues of forensic 

investigation, such as explosive detection, bloodstain age estimation, in QD, in the estimation 

of time since death, etc., hence aided in solving crimes. Application of Au-NPs has contributed 

to most of the branches like DNA analysis, latent fingerprint identification, drug screening. 

Also, the use of Q-dots as luminescent in security features, CdS, FeO, TiO2, ZnS nanoparticles, 

etc. in fingerprint detection has provided improved and more sensitive results. 

 

3. Conclusions 

 It is concluded that the vast applications of nanoparticles, nano-based techniques, and 

devices in the field of forensic science have come up with fast, more accurate, sensitive, 

selective, and efficient methods of crime scene investigations as well as forensic evidence 
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examination, which ultimately leads to solving crime. Therefore, nanotechnology, not only is 

a major scope in other fields, but also likely to play a major role in the coming future of forensic 

science as well with more advanced and sensitive ways of investigation. 
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